Introduction
The identification of the user with passwords is not friendly and does not offer a high level of security of user. Biometrics becomes a popular solution to reach this goal. Biometrics refers to an identification and authentication technology that involves transforming a biological, morphological or behavioral characteristic into a digital impression. His goal is to attest to the uniqueness of a person from the measurement of an unchangeable or immeasurable part of his body.
In general, a biometric system is realized in two stages: enrollment and verification. The first is to generate a user's biometric reference and store it. During the verification, a biometric capture is compared to the biometric reference of the presumed individual for decision. In order to improve the security of user identification, it is generally necessary to combine different factors of identity. This can be achieved by using different biometric data to define a multi-biometric system. Multimodal biometric systems use two or more biometric resources (e.g., fingerprint, face, iris, etc.) which is the main purpose of this article.
There are five types of multimodal systems as follows: Multi-sensors, multi-instances, multi-algorithms, multi-samples and multi-biometrics. These different types of multimodal systems could reduce several problems encountered in single-mode systems.
For multimodal biometric recognition, the crucial point is how to fuse the data of various biometric modalities. Information from different biometric traits can be always fused at three levels, such as the feature level (integrating the features of different biometrics), the score level (combining the genuine and imposter scores), and the decision level (combining the decisions) [14] .
Nevertheless, biometric data is sensitive and requires special attention in terms of security and privacy. The protection of biometric data must be realized during the life cycle of data, from storage to manipulation. For an ideal biometric template protection scheme, it must satisfy four criteria, [5] , [17] as follow:
• Unlink ability: The secure model must not allow cross-compatibility on databases, thus ensuring the privacy of the user.
• Revocability: It should be simple to revoke a compromised model and restart a new one based on the same biometric data.
• Non-invertible: It must be difficult to obtain calculations of the original biometric template from the secure model. This property prevents an opponent from creating a physical parody of the biometric feature from a flight model.
• Performance: The biometric model protection program should not degrade the recognition performance of the biometric system. Today, we find that there are two field of techniques to protect the privacy of template biometric can be broadly split into two categories [5] :
• Biometric cryptosystems
• Revocable or Feature transformation.
The main contribution of this article is to put the main weaknesses related to biometrics and address the methods of protection of the biometric model and then focus on the protection of multi-biometric data.
The main objective is to present the BioHashing technique as practical solution for biometric data protection and we are trying to study the impact of this technique on multi biometric data.
The paper is organized as follows: In Section 2, we discuss the security biometric. In Section 3, we present the BioHashing technique as a technique of security. In Sections 4 and 5, we detail the proposal system . In section 6, we present the database used and we study the security of our system.
Security Biometric
There are mainly two classes for the methods of protection of the biometric model that are (i) Biometric cryptosystems and (ii) Feature transformation
In biometric cryptosystems during registration, an error correction code ϕ is applied to the biometric model B and a key K to extract the set of data H (the set H is called Helper Data). At the time of authentication, an error correction code ϕ is applied to the H data helper and the Q test model to retrieve the K key ( Figure 1 ). Depending on how the data helper is extracted, biometric crypto systems can be divided into two categories: Key-binding and key-generation.
In Feature transformation, [11] , [10] . The basic idea of feature transformation approaches is to convert an unprotected biometric template to a protected template using a transform function. Figure 1 . Example of template protection by cryptosystem technique [5] Generally, these approaches work as follows ( Figure 2 ): Suppose that X will be transformed into T coded data during enrolment by the use of a function F. For verification, the biometric request Y will be transformed into T' always in using the F function and the authentication will succeed if T is close to T' using some measure of similarity. To ensure the revocability of the system, a random data S in the form of a key is assigned to each user U. The key S is then considered as an input parameter of the transformation function F. The revocation consists in the direct replacement of this user key.
Feature transformation schemes can be classified into two categories, invertible transformation (known as Salting or Biohashing) and non-invertible transformation.
In the next section, we present the BioHashing method as a chosen solution in our approach.
An overview of BioHashing

Principles
In general, the process of BioHashing [9] . (see Figure 3 ) has two stages:
In the first stage, the method used is to project the biometric data (normalized) on an orthonormal basis generated from the hazard. The resulting dimension is at most equal to the representation dimension of the biometric data. This phase consists in hiding the biometric data in a part of the space. The use of an orthonormal basis makes it possible to ensure the preservation of The second step is to quantify this result using a simple threshold. This step makes it possible to guarantee the non-invertibility of the process (to find the initial biometric data from the BioCode) and to make the process robust (by allowing minor differences in the projected vector inherent in the acquisition of the biometric data).
The secret of BioHashing approach, consisting of three stages [15] :
The Biohashing algorithm transforms the biometric template T = (T1 ,… Tn) in a binary template B = (B1,…Bm), with m ≤ n, as following (see Figure 3 ).
1. m pseudorandom orthonormal vectors V1,…,Vm of length n are generated from the random seed (typically with the Gram Schmidt algorithm).
2. For i = 1,…,m, compute the scalar product xi = < T; Vi >.
3. Compute the binary template B = (B1,…,Bm) with the quantization process:
where τ is a given threshold, generally equal to 0.
The resulting bitstring B named BioHash code is compared by the Hamming distance for a matching score. The security of the process is assured if the BioHash code is non invertible.
Performance Evaluation
We will describe the performance of BioHashing using the main of the performance of a biometric system is described by its false acceptance rate (FAR) and false rejection rate (FRR). Another index of performance is equal error rate (EER) defined as the point where FAR and FRR are equal. A perfect system would have zero EER.
Proposal of System Study
From the previous study, we propose an approach for multi-biometric system security. Application steps and requirements play a major role in the biometric technical scheme. To do this, we set a set of parameters and methods to ensure security:
• Use of a real database multi biometric;
• Guaranteed the same length the feature vector is advisable;
• The length of the BioHash code is an important point. By increasing this vector, the performance becomes better. The increase of the feature vector is the best alternative to improve this length, made by the merger at the level of features;
• The BioHash codes are always compared using the Hamming distance.
Steps of the Prototype System
The system will be composed in four steps (see figure 4) : We use in this new approach the authentication or verification in the multibiometric database. The traditional authentication process consists of a "1 to 1" comparison, in which the system validates the identity of a person by comparing the biometric data entered with the biometric template of that person stored in the system database.
In this section we will describe the steps of our system.
• Feature Extraction: Feature extraction is the first step of every biometric system. In our system the extraction consists of the LBP filter (Local Binary Pattern): this filter has shown great efficiency for preprocessing and is more suitable for our approach since it gives result vectors code equal in size. This operator, as proposed by Ojala and al [4] , consists of three steps (see Figure  5 ):
1. Threshold of each neighborhood 3 × 3 considering the intensity value of the pixel central as the value of the threshold. A value of 1 is assigned to each pixel in the intensity is greater than or equal to the threshold, 0 otherwise. An 8-bit binary string is then deduced.
2. The binary string is converted, by weighting, into a decimal number which is assigned to the central pixel. The LBP approach codifies and collects, in a histogram, the occurrences of the different micro-patterns representing the texture of the local neighborhood.
• Fusion: In multimodal systems the information can be merged at different levels. In our approach we have chosen fusion at the characteristic level this operation requires the concatenation of the information that represents the characteristics extracted from different modalities (result of the step of feature extraction).
• Biohashing: Generate the biocode, this step is dedicated to the transformation to a binary vector using the biohashing algorithm.
• Matching: It's the verification step. The matching is processed using hamming distance to compare two biocodes.
Databases, Experimental Results
We present in this section some experimental results on images from the SDUMLA-HMT database [20] fingerprint benchmark database.
At present, fingerprint recognition is the most widely used biometric method. The most extensive database of fingerprints was used, the SDUMLA-HMT database. This database includes 106 individuals. Each fingerprint image is saved under a 256 gray level « Bmp »format. The capture was made for the six fingers with 5 different types of sensors. The multi-sensor fingerprint In order to form our multi-biometric databases, we took count the first fingerprints of sensor FT-2BU and the second fingerprints of sensor AES2501, so Our multi-sensor multi instance fingerprint database contains 2 × 8 × 106 = 1696 fingerprint images in total.
In order to evaluate the performance of the proposed method, we use the following methodology. We use the first sample of each user as a model reference .The rest of the images from the user and those from other users are used to test the proposed schema. In total we have learning database 2 × 2 × 106 = 424 fingerprint images and test database 2 × 6 × 106 = 1272 fingerprint images.
In feature extraction, we used the LBP model of size n = 256, so we got a vector matrix of size = 1696 × 256, after in the step of fusion we use the concatenation between two vectors, the first one is obtained from the sensor FT-2BU and the second from the sensor AES2501, we got a vector matrix of size = 848 × 512.
For the secret path, we use this last matrix data to calculate the Reference BioCode. We have found the same size of matrix (848×512) of 0 and 1.(the result of biohashing).
The performances are reported in the form of Receiver Operating Characteristic (ROC) curves as a plot of the false rejection rate (FRR). against the false acceptance rates (FAR). For this, we set an acceptance threshold between 0% and 100%: the more the threshold goes to 0%, the more the false ones acceptances will be many, the more the threshold goes to 100% the more false rejects will be numerous. The performance is evaluated in EER. Figure 8 presents the Receiver Operating Curve (ROC) curve of the initial system multibiometric using only the fingercode (without any BioHashing) on this database. We obtain an EER value of 36%.
But When the BioHashing technique is applied in our system multi biometric, the EER reduces to 0%. This is shown in Figure  9 . Now, we study the robustness of the our system multi biometric based on BioHashing when it is attacked. Figure 8 . Performance of the multi biometric system based on the fingercode without BioHashing Figure 10 . Performance of the multi biometric system based on the BioHashing when the impostor has the biometric reference but not the seed value Figure 9 . Performance of the multi biometric system based on the BioHashing
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Biometrics is secured by applying a set of noninvertible transformations, thus generating modified models from which the retrieval of the original information is as difficult as to guess it.
Present a new solution for revocable biometrics in the multimodal system.
Specifically study the performance of different fusion approaches in the context of recognizing revocable multibiometry.
Fusion at the feature level, then they apply the transformation.
Two methods were used to extract the characteristics of the image, namely: 1) Gabor filter and 2) random projection techniques (RP).
Fusion at the level of the characteristics of different biometric data to a single protected model. The fusion at the score level is applied to increase the accuracy of the recognition.
Constructs a multi-biometric model by superimposing several biometric data of a user, so that it is difficult to separate the individual layers.
One approach develops the approach of [12] . they analyze the non-capacity on protected models from two different iris codes from the same iris. Table1. Comparison between differents approaches to secure data multimodal Figure 10 present the performance when the impostor has the biometric reference but not the seed value.
Modality
In this case, the EER value is 0%, We can observe that the impostor cannot be authenticated. So the use of BioHashing enhances the performance of the initial multi biometric system because the seed value can be considered as additional information for the authentication of an individual.
To conclude on the evaluations carried out, the table 1 gives an idea of the importance of the work provided. It presents a comparison between different approaches to secure data multimodal using Revocable or Feature transformation methods.
After this comparaison, the Results show that by using the biohashing algorithm, obtain a lower EER. The proposed algorithm satisfies the requirements of the cancelable biometrics like cited in section 1 (introduction).
Conclusion
The uses of biometric recognition system offer an alternative to perform personal recognition.
In this paper, we proposed a Revocable multi biometric scheme. Revocable biometrics is used to diversify and secure data biometric, so as not to directly use the original data and protect thus the privacy of people. We focused our attention on BioHashing which is a recent technique that can address simultaneously the invasion of privacy issue and the Security.
